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The development of EU 
data protection law
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In the 20th century, 
ideas on regulating 
personal data first 

emerged in:

United States

Japan

Germany

Sweden



• “The Right to Privacy”- Samuel Warren and Louis Brandeis (1890)
= The right to be let alone

• Occurrences of popular resistance arose against the processing of data related to
individuals in the 1950s (e.g., the census including questions on religious preferences),
but the issue of "Computers and Privacy" began to be discussed in the U.S. only in the
1960s.

• Computer specialists started to raise concerns that computers process information
quickly and inexpensively, while governmental agencies were collecting increasing
amounts of data.
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Privacy



• Alan Westin’s 1967 book “Privacy and Freedom” provided a new conceptualization of 
privacy in light of the technological advancements. 

• Privacy as the ability to exercise some control over the use of information about 
oneself.

• 1970s – Fair Information Practice Principles
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Informational Privacy

Privacy as secrecy 
(freedom from intrusion)

Privacy as control of 
personal information



• 1970 – German federal state of Hesse (Hessische Datenschutzgesetz)
• 1973 – Swedish Data Act
• 1977 – German Federal Data Protection Law
• 1978 – French Law on Computers, Files and Freedoms

Early Constitutional Recognition of data protection as a fundamental right:
• 1976 – Portugal
• 1978 – Austria 
• 1978 – Spain 
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First wave of regulatory activities in Europe



• 1980 – OECD’s Guidelines on the Protection of Privacy and Transborder Flows of 
Personal Data

• The world’s first international statement of principles governing data processing;
• Intended to balance privacy with the free flow of information.

• 1980 – Council of Europe (CoE)’s Convention 108 
• Driven by the need to align disparities in national laws.
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Important international developments



• 1995 – Data Protection Directive (DPD)

• Treaty of Lisbon (2009) and the new fundamental right to data protection (Article 8)
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EU Level



EU Charter

General Data 
Protection 
Regulation 

(GDPR)

EU 
Institutions 

Data 
Protection 
Regulation 
(EUDPR)

TFEU

e-Privacy 
Directive

Law 
Enforcement 

Directive

Digital 
Rulebook 
(DGA, DA, 
DMA, DSA, 
AIA, EHDS 

Proposal…)
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Current sources of EU data protection law



11

Key concepts of the 
GDPR
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Material Scope of the GDPR
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Territorial Scope of the GDPR



Article 4(1): ‘personal data’ means any information relating to an identified or identifiable 
natural person (‘data subject’); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as a name, 
an identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity of that natural person.
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What is personal data?



A video surveillance system is installed in a public square, recording video footage of the 
area. The footage captures people walking, sitting on benches, and engaging in daily 

activities. The video does not include any specific names or contact details, but faces 
and physical characteristics of individuals are clearly visible. The footage is stored by the 

system operators for security purposes. Can this footage be considered personal data 
under the GDPR?
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Scenario 1 – Personal data



Article 4(2): ‘processing’ means any operation or set of operations which is performed on 
personal data or on sets of personal data, whether or not by automated means, such as 

collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination or otherwise making 

available, alignment or combination, restriction, erasure or destruction.
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What is processing?



A company uses an automated software system that receives and stores email 
addresses entered by customers for a newsletter subscription. The system collects, 

stores, and organizes the email addresses but never sends any newsletters because the 
company halted its marketing efforts. Is the company still engaged in "data processing" 

under the GDPR?
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Scenario 2 – Processing data
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Main “actors” of the GDPR

Data 
subject 
rights

Supervision and 
Enforcement of 

DPAs

Obligations 
of 

controllers

Recital (11): Effective protection of personal data
throughout the Union requires the strengthening
and setting out in detail of the rights of data
subjects and the obligations of those who
process and determine the processing of
personal data, as well as equivalent powers for
monitoring and ensuring compliance with the
rules for the protection of personal data and
equivalent sanctions for infringements in the
Member States.
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The core data protection 
principles



• Lawfulness;
• Fairness;
• Transparency; 
• Purpose limitation; 
• Data minimisation; 
• Accuracy; 
• Storage limitation; 
• Integrity and confidentiality (security); 
• Accountability;
• Data protection-by-design & by-default.
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Core data protection principles (Art. 5, GDPR)
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Lawfulness



Special
categories

of data

Racial or
ethnic
origin Political

opinions, 
religious or
philosofica

l beliefs

Trade union
membership

Biometric
data

Health 
data or
genetic

data

Sex life or
sexual 

orientation

22

“Additional justification” 
for special categories of
data

+ Data related to criminal convictions
and offences (Art. 10)
+ Data related to children (Art. 8)
+ International personal data transfers
(Chapter V)



• Fairness ensures that individuals are not unjustly affected by the data processing;

• Discriminatory results;

• Reasonable expectations of data subjects.

• Important scenarios of application:
• Automated decision-making;
• Dark-patterns;
• Processing children’s data.
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Fairness



• Individuals need to be informed about key aspects of data processing activities to 
exercise some control:

• Who is processing the data?
• What personal data are collected?
• Why personal data are collected?
• How are personal data being processed?
• What are the rights of the data subject?
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Transparency



• Purpose specification: data must be collected for specified, explicit and legitimate
purposes.

• To be specified in the moment of collection at the latest.
• Data are not to be collected only later to be defined the purpose.

• Purpose limitation: Data must not be further processed in a manner that is
incompatible with those initial purposes (compatibility test).

25

Purpose specification and limitation



• Only data that is adequate, relevant, and necessary for the specified purpose should
be processed.

• This principle aims to prevent excessive or irrelevant data collection, ensuring that
organizations limit the amount of personal data they handle.
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Data minimization



• Data must be accurate and, where necessary, kept up to date.
• Every reasonable step must be taken to ensure that personal data that are inaccurate, 

having regard to the purposes for which they are processed, are erased or rectified 
without delay.

• Processing inaccurate data might be harmful for the data subjects. E.g.:
• Credit score – Inaccurate data may lead to the denial of loans or unfavorable

financial terms;
• Medical records – Errors can result in incorrect treatments or dangerous medical 

decisions;
• Criminal records – False information could negatively affect job prospects or other 

opportunities.
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Accuracy



• Personal data must be kept in a form which permits identification of data subjects for
no longer than is necessary for the purposes for which the personal data are
processed.

• Directly linked with purpose specification and data minimization principles.
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Storage limitation



• Data must be processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measures.

• The role of technical standards.
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Integrity and confidentiality



• The controller shall be responsible for and be able to demonstrate compliance with the
previous principles.

• Records of the data processing activities within an organization.

• The role of the DPO.
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Accountability



• Data protection by design: privacy and data protection issues should be considered at
the earliest stages of products and services development.

• Data protection by default: only personal data which are necessary for each specific
purpose of the processing are processed. This should be done automatically, without
demanding individuals to take additional actions.
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Data Protection by design & by default
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→Data minimization → Integrity and
confidentiality → Transparency → Fairness
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Thank you!

KU Leuven Centre for IT & IP Law (CiTiP) - imec
Sint-Michielsstraat 6, box 3443

BE-3000 Leuven, Belgium

http://www.law.kuleuven.be/citip
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