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Overview of today’s activity

Legal framework: from privacy to data 
protection

GDPR: scope and key definitions

Data Protection Principles



3

How did we get here?

Privacy (right to be left 
alone)

Privacy as protection 
from intrusion

• Movements against 
processing of data of 
individuals (especially 
against governments)

Privacy as form of 
controlling one’s 

personal information

FAIR Principles + EU 
National laws on data 

protection

International bodies 
(e.g., OECD, CoE)

Data protection as a 
fundamental right
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Legal framework

Council of Europe 
(CoE)

European Convention 
on Human Rights 

(ECHR)

European Court of 
Human Rights

European 
Union (EU)

Treaty on the Functioning of the 
European Union (TFEU)

+
Charter of Fundamental Rights of the 

European Union (Charter)

General Data Protection Regulation 
(GDPR) 

+
EU Institutions Data Protection 

Regulation (EUDPR), Law Enforcement 
Directive (LED), e-Privacy Directive

Court of Justice of 
the European 
Union (CJEU)

Member States
National laws, 

including 
derogations

Domestic judicial 
and administrative 

authorities

Source: Pierre Dewitte. ‘AI Meets the GDPR’. In: The Cambdrige Handbook of the Law, Ethics and Policy of Artificial Intelligence, 2025; Cambridge University 

Press, pp. 133-157. 

Soft law: Article 29 Working Party (WP29), European Data Protection Board (EDPB), European Data 

Protection Supervisor (EDPS), European Union Agency for Cybersecurity (ENIS)
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GDPR

Scope and key concepts
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GDPR Scope
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GDPR Scope: what is personal data?
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GDPR Scope: what is personal data?

Anonymous 
data

Anonymised 
data

Non-
personal 

data

GDPR does not apply
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GDPR Scope: what is personal data?

Direct personal 
data

Pseudonymised 
data

Personal data

GDPR does apply
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GDPR Scope: what is personal data?

Identifiability test

Recital 26 GDPR: The principles of data protection should apply to any information concerning an

identified or identifiable natural person. Personal data which have undergone pseudonymisation, which

could be attributed to a natural person by the use of additional information should be considered to be

information on an identifiable natural person. To determine whether a natural person is identifiable,

account should be taken of all the means reasonably likely to be used, such as singling out,

either by the controller or by another person to identify the natural person directly or indirectly.

To ascertain whether means are reasonably likely to be used to identify the natural person, account

should be taken of all objective factors, such as the costs of and the amount of time required for

identification, taking into consideration the available technology at the time of the processing and

technological developments. The principles of data protection should therefore not apply to

anonymous information, namely information which does not relate to an identified or identifiable

natural person or to personal data rendered anonymous in such a manner that the data subject is not or

no longer identifiable. This Regulation does not therefore concern the processing of such anonymous

information, including for statistical or research purposes.
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GDPR Scope: what is personal data?

CJEU, Case C-582/14, Breyer v. Deutschland, 19 October 2016, ECLI:EU:C:2016:779
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GDPR Scope: what is personal data?

Blog post and decision

Opinion

https://www.law.kuleuven.be/citip/blog/anonymous-vs-pseudonymous-data-the-cjeu-reaffirms-the-relative-approach-to-the-concept-of-personal-data/
https://curia.europa.eu/juris/document/document.jsf?text=&docid=272910&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5307299
https://curia.europa.eu/juris/document/document.jsf?text=&docid=295078&pageIndex=0&doclang=EN
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GDPR Scope: what is personal data?

Blog post

EDPB Guidelines

https://www.europeanlawblog.eu/pub/tfef074h/release/1
https://www.edpb.europa.eu/system/files/2025-01/edpb_guidelines_202501_pseudonymisation_en.pdf


14

GDPR scope: what is processing?
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GDPR scope: agents involved

Joint controllership and the role 

of Data Processing Agreements
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Personal data in new technologies: does the GDPR 

apply?
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Personal data in new technologies: does the 
GDPR apply?

CJEU, Rynes v. Uad pro ochranu osobnich udaju, 

11December 2014, ECLI:EU:C:2014:2428

CJEU, TK v. Associatia de Proprietari, 11 December 2019, 

ECLI:EU:C:2019:1064
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Who is who? Focus on context

This Photo by Unknown Author is licensed under 

CC BY-SA

Security company

More in the afternoon session

https://en.wikipedia.org/wiki/Edna_Mode
https://creativecommons.org/licenses/by-sa/3.0/


Principles

19
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Structure of the fundamental right

Data subjects’ 
rights

Independent 
Supervisory 

Authority

Accountability 
for data 

controllers

Recital 11 GDPR Effective protection of 

personal data throughout the Union 

requires the strengthening and setting 

out in detail of the rights of data 

subjects and the obligations of those 

who process and determine the 

processing of personal data, as well as 

equivalent powers for monitoring and 

ensuring compliance with the rules for 

the protection of personal data and 

equivalent sanctions for infringements 

in the Member States.
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Structure of the fundamental right

Data subjects’ 
rights

Independent 
Supervisory 

Authority

Accountability 
for data 

controllers Data protection principles
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Lawfulness
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• Freely given

• Power dynamics

• Contract = utmost account shall be taken of whether, inter 
alia, the performance of a contract, including the 
provision of a service, is conditional on consent to the 
processing of personal data that is not necessary for the 
performance of that contract (Art. 7(4)

• Specific

• Written = distinguishable from the other matters

• Informed

• Intelligible, clear and plain language

• Unambiguous

• Written, including electronic, or an oral statement

• Ticking a box – as long as it is an action

• Controller must be able to demonstrate

• Right to withdraw the consent at any minute

Lawfulness: consent

Link to access

https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf
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• Legitimate interest test:

1. Defining the legitimate interest

2. Necessity test

3. Balancing with the fundamental 

rights and freedoms

Lawfulness: consent

Link to access

https://www.edpb.europa.eu/system/files/2024-10/edpb_guidelines_202401_legitimateinterest_en.pdf


Article 9 and additional requirements

• Racial or ethnic origin

• Political opinions, religious or 
philosophical believes

• Trade union membership

• Genetic data 

• Biometric data (uniquely identifying a 
natural person)

• Health data

• Sex life or sexual orientation

Other points of attention

• Children’s data (Article 8)

• Data relating to criminal convictions 

and offences (Article 10)

25

Lawfulness and special categories of data
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• Objective, good faith must 

consider the reasonable 

expectations of data subjects

• Dark patterns and manipulative 

practices

• Avoid disproportionate effects, 

including discriminatory 

Fairness

Source: https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html

https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html
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• Control depends on having information about the data processing

• Who, what, why, how and rights

• Translates into both an obligation and a right

• Ex-ante and ex-post

Transparency



• Specific

• Explicit

• Legitimate

When? The latest by the moment of 

collection 

Compatibility test

• Data cannot be processed in an 

incompatible manner with the initial 

purposes

• Archiving, scientific or historical 

research, statistical purposes = 

presumed compatibility (+ Art. 89)
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Purpose limitation
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• Data must be adequate, relevant, 

and necessary to the specific 

purpose of the processing

• Predictions, AI training and 

unforeseen exploitation? … in the 

next session

Data minimisation
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• Data shall be accurate and, where 

necessary, kept up to date;

• Evaluation = context based

• Inaccurate data = erased or rectified 

without delay

• Direct connection to right to 

rectification

• Controller must notify recipients 

of the date erased or rectified 

(Article 19)

Accuracy

Source: BBC UK

https://www.bbc.com/news/uk-39328853
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• Data must be kept in a form which permits identification of data subjects 

for no longer than is necessary for the purposes for which the personal 

data are processed;

• Secondary processing and purpose limitation and data minimization;

• Erasure, destruction of data 

Storage limitation
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• Guarantee the security of the data against data breaches

• Personal data breach = breach of security leading to the accidental or 

unlawful destruction, loss, alteration, unauthorised disclosure of, or 

access to, personal data

• Preventive measures

• Inspiration in environmental law

Integrity and confidentiality
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• Controller is responsible for and must be able to demonstrate compliance 

with the principles;

• Via = data records of processing activities.

• Cooperate with supervisory authorities, including by making these 

records available.

• Data Protection Officer (DPO) → bridge, not responsible

Accountability
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• By-design: since the beginning of development of products and services;

• By-default: no additional actions to guarantee the data minimisation.

• Obligation to the controller, not the subject

Data protection-by-design and by-default (Article 25)
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Thank you!

KU Leuven Centre for IT & IP Law (CiTiP) - imec

Sint-Michielsstraat 6, box 3443

BE-3000 Leuven, Belgium

http://www.law.kuleuven.be/citip
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