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Overview of today’s activity

Legal framework

GDPR: scope and key definitions

Data Protection Principles
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Legal framework

Council of Europe 
(CoE)

European Convention 
on Human Rights 

(ECHR)

European Court of 
Human Rights

European 
Union (EU)

Treaty on the Functioning of the 
European Union (TFEU)

+
Charter of Fundamental Rights of the 

European Union (Charter)

General Data Protection Regulation 
(GDPR) 

+
EU Institutions Data Protection 

Regulation (EUDPR), Law Enforcement 
Directive (LED), e-Privacy Directive

Court of Justice of 
the European 
Union (CJEU)

Member States
National laws, 

including 
derogations

Domestic judicial 
and administrative 

authorities

Source: Pierre Dewitte. ‘AI Meets the GDPR’. In: The Cambdrige Handbook of the Law, Ethics and Policy of Artificial Intelligence, 2025; Cambridge University 

Press, pp. 133-157. 

Soft law: Article 29 Working Party (WP29), European Data Protection Board (EDPB), European Data 

Protection Supervisor (EDPS), European Union Agency for Cybersecurity (ENIS)
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GDPR

Scope and key concepts
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GDPR Scope
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GDPR Scope: what is personal data?
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GDPR Scope: what is personal data?

Anonymous 
data

Anonymised 
data

Non-
personal 

data

GDPR does not apply
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GDPR Scope: what is personal data?

Direct personal 
data

Pseudonymised 
data

Personal data

GDPR does apply
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GDPR Scope: what is personal data?

Identifiability test

Recital 26 GDPR: The principles of data protection should apply to any information concerning an

identified or identifiable natural person. Personal data which have undergone pseudonymisation, which

could be attributed to a natural person by the use of additional information should be considered to be

information on an identifiable natural person. To determine whether a natural person is identifiable,

account should be taken of all the means reasonably likely to be used, such as singling out,

either by the controller or by another person to identify the natural person directly or indirectly.

To ascertain whether means are reasonably likely to be used to identify the natural person, account

should be taken of all objective factors, such as the costs of and the amount of time required for

identification, taking into consideration the available technology at the time of the processing and

technological developments. The principles of data protection should therefore not apply to

anonymous information, namely information which does not relate to an identified or identifiable

natural person or to personal data rendered anonymous in such a manner that the data subject is not or

no longer identifiable. This Regulation does not therefore concern the processing of such anonymous

information, including for statistical or research purposes.
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GDPR Scope: what is personal data?

CJEU, Case C-582/14, Breyer v. Deutschland, 19 October 2016, ECLI:EU:C:2016:779
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GDPR Scope: what is personal data?

Blog post and decision

Opinion

https://www.law.kuleuven.be/citip/blog/anonymous-vs-pseudonymous-data-the-cjeu-reaffirms-the-relative-approach-to-the-concept-of-personal-data/
https://curia.europa.eu/juris/document/document.jsf?text=&docid=272910&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5307299
https://curia.europa.eu/juris/document/document.jsf?text=&docid=295078&pageIndex=0&doclang=EN
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GDPR Scope: what is personal data?

Blog post

EDPB Guidelines

https://www.europeanlawblog.eu/pub/tfef074h/release/1
https://www.edpb.europa.eu/system/files/2025-01/edpb_guidelines_202501_pseudonymisation_en.pdf
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GDPR scope: what is processing?
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GDPR scope: agents involved

Joint controllership and the role 

of Data Processing Agreements
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Personal data in new technologies: does the GDPR 

apply?
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Personal data in new technologies: does the 
GDPR apply?

CJEU, Rynes v. Uad pro ochranu osobnich udaju, 

11December 2014, ECLI:EU:C:2014:2428

CJEU, TK v. Associatia de Proprietari, 11 December 2019, 

ECLI:EU:C:2019:1064
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Who is who? Focus on context + data processing 

agreement

This Photo by Unknown Author is licensed under 

CC BY-SA

Security company

More in the afternoon session

https://en.wikipedia.org/wiki/Edna_Mode
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/


Principles

18
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Structure of the fundamental right

Data subjects’ 
rights

Independent 
Supervisory 

Authority

Accountability 
for data 

controllers

Recital 11 GDPR Effective protection of 

personal data throughout the Union 

requires the strengthening and setting 

out in detail of the rights of data 

subjects and the obligations of those 

who process and determine the 

processing of personal data, as well as 

equivalent powers for monitoring and 

ensuring compliance with the rules for 

the protection of personal data and 

equivalent sanctions for infringements 

in the Member States.
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Structure of the fundamental right

Data subjects’ 
rights

Independent 
Supervisory 

Authority

Accountability 
for data 

controllers Data protection principles
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Lawfulness
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• Freely given

• Power dynamics

• Contract = utmost account shall be taken of whether, inter 
alia, the performance of a contract, including the 
provision of a service, is conditional on consent to the 
processing of personal data that is not necessary for the 
performance of that contract (Art. 7(4)

• Specific

• Written = distinguishable from the other matters

• Informed

• Intelligible, clear and plain language

• Unambiguous

• Written, including electronic, or an oral statement

• Ticking a box – as long as it is an action

• Controller must be able to demonstrate

• Right to withdraw the consent at any minute

Lawfulness: consent

Link to access

https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_en.pdf
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• Legitimate interest test:

1. Defining the legitimate interest

2. Necessity test

3. Balancing with the fundamental 

rights and freedoms

Lawfulness: consent

Link to access

https://www.edpb.europa.eu/system/files/2024-10/edpb_guidelines_202401_legitimateinterest_en.pdf


Article 9 = additional requirements 

for special categories of data

• Racial or ethnic origin

• Political opinions, religious or 
philosophical believes

• Trade union membership

• Genetic data 

• Biometric data (uniquely identifying a 
natural person)

• Health data

• Sex life or sexual orientation

Other points of attention

• Children’s data (Article 8)

• Data relating to criminal convictions 

and offences (Article 10)

24

Lawfulness and special categories of data
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• Objective, good faith  must 

consider the reasonable 

expectations of data subjects

• Dark patterns and manipulative 

practices

• Avoid disproportionate effects, 

including discriminatory 

Fairness

Source: https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html

https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html
https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html
https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html
https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html
https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html
https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html
https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html
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• Control depends on having information about the data processing

• Who, what, why, how and rights

• Translates into both an obligation and a right

• Ex-ante and ex-post

Transparency



• Specific

• Explicit

• Legitimate

When? The latest by the moment of 

collection 

Compatibility test

• Data cannot be processed in an 

incompatible manner with the initial 

purposes

• Archiving, scientific or historical 

research, statistical purposes = 

presumed compatibility (+ Art. 89)

27

Purpose limitation
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• Data must be adequate, relevant, 

and necessary to the specific 

purpose of the processing

• Predictions, AI training and 

unforeseen exploitation? … in the 

next session

Data minimisation
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• Data shall be accurate and, where 

necessary, kept up to date;

• Evaluation = context based

• Inaccurate data = erased or rectified 

without delay

• Direct connection to right to 

rectification

• Controller must notify recipients 

of the date erased or rectified 

(Article 19)

Accuracy

Source: BBC UK

https://www.bbc.com/news/uk-39328853
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• Data must be kept in a form which permits identification of data subjects 

for no longer than is necessary for the purposes for which the personal 

data are processed;

• Secondary processing and purpose limitation and data minimization;

• Erasure, destruction of data 

Storage limitation
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• Guarantee the security of the data against data breaches

• Personal data breach = breach of security leading to the accidental or 

unlawful destruction, loss, alteration, unauthorised disclosure of, or 

access to, personal data

• Preventive measures

• Inspiration in environmental law

Integrity and confidentiality



Thank you!

LinkedIn: Isabela Maria Rosal
 Email: isa.rosalsantos@kuleuven.be

http://www.law.kuleuven.be/citip
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Agenda

Personal data and new technologies

Data subjects’ rights and remedies

Other limits and solutions in the intersection 
between GDPR and new technologies
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Importance of personal data for new 

technologies
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• Controller is responsible for and must be able to demonstrate compliance 

with the principles;

• Via = data records of processing activities.

• Cooperate with supervisory authorities, including by making these 

records available.

• Data Protection Officer (DPO) → bridge, not responsible

Still on principles… Accountability
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• By-design: since the beginning of development of products and services;

• By-default: no additional actions to guarantee the data minimisation.

• Obligation to the controller, not the subject

Data protection-by-design and by-default (Article 25)
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• Data (personal and non-personal) is the input for new business models 

and technological development

Growing importance of data protection

Source: One Model Academy

Unsupervised training

https://www.onemodel.co/blog/ai-academy-what-is-machine-learning
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• Data (personal and non-personal) is the input for new business models 

and technological development

Growing importance of data protection

Source: Lexology

https://www.lexology.com/library/detail.aspx?g=6345e2a4-f047-41b1-8781-8c8fe5bf5daf
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• EU understood the importance of data

• Data Governance Act

• Data Act

• Open Data Directive

• AI Act…

• Making more data more available

• Simplifying GDPR

• SMEs and documentation

Growing importance of data protection



Publicly available data

≠ freely usable data

9
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Publicly available data

Publicly accessible Freely reusable

Social media and data scrapping: what do you think?
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• EU understood the importance of data = Data Strategy + Digital Omnibus

• Making more data more available

• BUT

• Personal data protection still applies

Growing importance of data protection
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• EU understood the importance of data = Data Strategy + Digital 
Omnibus

• Making more data more available

• BUT

• Personal data protection still applies

Growing importance of data protection

• GDPR is an established framework

• Data protection = strategic investment 

• Data subjects’ rights = useful remedies

• Co-existence of legal instruments



Data subjects’ rights and remedies

13
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• Depend on a request by the data subject

• Importance of knowing who the controller is

• Time for response: 1 month + 2months (Art. 12(3) GDPR)

• Free of charge (Art. 12(5) GDPR)

• No need to justify the request

• Controller must notify recipients

• Form: writing or standardised icons (Art. 12 (1) and (7) GDPR)

• Special attention to children

General rules
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• Ex-post → Right to information (art. 13 and 14 GDPR)

• Initial step for exercising other rights

• Completeness of the information

• 3 components:

• Confirmation about their data being processed or not;

• Access to their personal data;

• Access to information about the processing.

• Cannot have adverse effects on the rights and freedoms of others

• Identification of the data subject

Right of access
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Right of access

EDPB, Guidelines 01/2022 on data subject rights – Right of access, version 2,1, 28/03/2023

https://www.edpb.europa.eu/system/files/2023-04/edpb_guidelines_202201_data_subject_rights_access_v2_en.pdf
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• Right to not be subject to a decision based solely 
on automated processing that produces legal 
effects or similarly significantly affects the data 
subject

• No human involvement in the decision process

• A person can be subject to a completely automated 
processing if:

• Is authorized by law;

• Is necessary for entering into, or performance 
of, a contract between the data subject and a 
data controller;

• Is based on consent.

Right against automated individual decision-making

Right to obtain 

human intervention 

on the part of the 

controller 
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Right of access and understanding automated 

decisions = right to explanation

CJEU, Case C-203/22, CK v. Magistrat der Stadt Wien and Dun & Bradstreet Austria 

GmbH, 27/02/2025, ECLI:EU:C:2025:117
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• Existence and logic involved in an automated processing

• Clear information considering the targeted public

Right to explanation

EDPB, Guidelines on Automated individual decision-making and Profiling for the 

purposes of Regulation 2016/679, 2018

https://ec.europa.eu/newsroom/article29/items/612053
https://ec.europa.eu/newsroom/article29/items/612053
https://ec.europa.eu/newsroom/article29/items/612053
https://ec.europa.eu/newsroom/article29/items/612053
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• At any time, object to processing based on public interest or legitimate 

interest.

• Including profiling

• Controller must stop the processing activity, unless they can demonstrate 

compelling reasons that override the interests, rights and freedoms of the data 

subject or for the establishment, exercise or defence of legal claims.

• Or scientific or historical research or statistical purposes for reasons of 

public interest

• Very important for direct marketing purposes = opt-out

• Can be exercised by automated means = technical specifications

Right to object
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• Rectification of inaccurate personal data

• Complete incomplete personal data

• Directly connected to data accuracy

• … and self-determination

Right to rectification

Link to access

https://curia.europa.eu/jcms/upload/docs/application/pdf/2025-03/cp250034en.pdf
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GenAI, accuracy and hallucinations

Rahman-Jones, ‘Man files complaint 

after ChatGPT said he killed his 

children’. BBC 

Sankaran V, ‘ChatGPT cooks up fake sexual 

harassment scandal and names real law 

professor as accused’, The Independent UK

https://www.bbc.com/news/articles/c0kgydkr516o
https://www.bbc.com/news/articles/c0kgydkr516o
https://www.bbc.com/news/articles/c0kgydkr516o
https://www.bbc.com/news/articles/c0kgydkr516o
https://www.bbc.com/news/articles/c0kgydkr516o
https://www.bbc.com/news/articles/c0kgydkr516o
https://www.independent.co.uk/tech/chatgpt-sexual-harassment-law-professor-b2315160.html
https://www.independent.co.uk/tech/chatgpt-sexual-harassment-law-professor-b2315160.html
https://www.independent.co.uk/tech/chatgpt-sexual-harassment-law-professor-b2315160.html
https://www.independent.co.uk/tech/chatgpt-sexual-harassment-law-professor-b2315160.html


Situation 1: You put your name in a search engine platform, 

where you find news articles with inaccurate information 

about you. What can you do? 

Right to erasure (‘right to be 

forgotten’)
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Right to erasure (‘right to be forgotten’) → a 

discussion prior to GDPR

CJEU, Case C-131/12, Google Spain v. Mario C. González, 13/05/2014

https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:62012CJ0131
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:62012CJ0131
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:62012CJ0131
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• When?

• Data no longer necessary

• Consent withdraw with no other legal ground;

• After an objection request, without overridden interests;

• Data was unlawfully processed;

• Erasure is needed for compliance;

• Data collected to offer information society services to children

• If the data is made public = controller must take reasonable steps, 

considering the technology available and costs, to inform other controllers 

that are using the data

Right to erasure (‘right to be forgotten’) in the GDPR
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Right to erasure (‘right to be forgotten’) and 

inaccuracy



27

• Right to erasure does not apply when the processing is necessary:

1. For exercising the right of freedom of expression and information;

2. For compliance with a legal obligation;

3. For the performance of a task carried out in the public interest;

• Area of public health, archiving in the public interest, scientific or 

historical research or statistical purposes are highlighted

4. For the establishment, exercise or defense of legal claims.

Right to erasure: limits
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Right to be forgotten in new technologies? Machine 

unlearning

Qu Y. et al, ‘Learn to unlearn: Insights into Machine Unlearning’, IEEE Computer 

Magazine, 26/10/2023

https://arxiv.org/pdf/2305.07512
https://arxiv.org/pdf/2305.07512
https://arxiv.org/pdf/2305.07512
https://arxiv.org/pdf/2305.07512
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• Receive their personal data in a structured, commonly used and machine-

readable format to another controller

• When?

• Processing based on consent

• Processing based on a contract

• Processing is carried out by automated means

• Real goal = increase competition

• Reality?

Right to data portability



Other limits and solutions in the 

intersection between GDPR and new 

technologies

30
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• As in previous class → Recital 26 GDPR and Identifiability test

• Synthetic data = a solution for AI training?

• Discrimination and training biases

Identifiability and anonymisation

Source: unrealperson.com
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• Compatibility assessment

• AI training

• GenAI

• General Purpose AI (GPAI)

• Scientific purposes x real-life training

• More flexibility? Is this still a possible 

solution?

Lawfulness and purpose limitation
Recital 50 GDPR: The processing of 

personal data for purposes other than those 

for which the personal data were initially 

collected should be allowed only where the 

processing is compatible with the purposes 

for which the personal data were initially 

collected. In such a case, no legal basis 

separate from that which allowed the 

collection of the personal data is required 

… Further processing for archiving 

purposes in the public interest, scientific or 

historical research purposes or statistical 

purposes should be considered to be 

compatible lawful processing operations.
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Other (fundamental) rights

Encryption, freedom of expression and protection of children online

Anonymity and access to information and internet

Social media and democracy

Post-mortal rights?



And what is next?
Digital Omnibus: de-regulation or 

simplification?

34
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Thank you!

KU Leuven Centre for IT & IP Law (CiTiP) - imec

Sint-Michielsstraat 6, box 3443

BE-3000 Leuven, Belgium

http://www.law.kuleuven.be/citip
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